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Summary 

Information security is an important problem, especially considering that more and more 

organisations use online transactions, mobile devices for daily activities and highly 

automated processes. Therefore, although technological evolution brought concepts such as 

cloud computing, real-time accounting or mobile reporting, it also enabled the broad 

development of securty threats involved by these concepts, getting companies to struggle to 

addresss extremely varied and complex risks with limited resources (financial, human, 

informational). This paper shows the way in which cloud computing technology 

implementation may sustain process optimisation, reduction of costs and time required for 

the daily activities, as well as increasing of the customers� satisfaction, proposing 

reingineering models for operational processes (supply chain management) and support 

functions (accounting, IT governance). Using a holistic approach, extended to the legal, 

technological, aconomic and social perspectives, the paper outlines the actual context of 

cloud computing technology, highlighting the main obstacles that have to be overcome to 

ensure the secure and trustful development of cloud computing technology. The core of this 

research is the study on security as the main challenge cloud computing technology brings 

along. Based on the anaysis of the main security concepts, this paper designs a root cause 

analysis model for identifying and addressing risks and incidents specific to the cloud 

computing technology, from the financial data of organisations. The paper concludes with 

proposing measures and recommendations needed to be considered by all actors involved in 

the use of cloud computing technology, in order to ensure the secure and trustful 

development of the latest technological trends. 
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